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Phishing Protection for your Organization

Handling a Phishing Email from a Known Contact

When a phishing email comes from a "known contact," it usually means their account has been
hijacked or their email address is being "spoofed." Because you recognize the sender, your guard is

naturally lower, which is exactly what the attacker wants.

Immediate Response Procedure

1. Trust Your Gut (Verify Offline): If you receive an unexpected “encrypted” email or if the
tone, request, link or attachment in an email seems unusual (i.e. an urgent request for a wire
transfer or an unexpected "Invoice" link), do not reply to the email. Call or text the sender
via a known, trusted phone number to ask if they sent it.

2. Do Not Click or Download: Do not click any links or open any attachments as these often
contain malware. Do not type in your username and password as it may lead to your
information getting compromised. Do not scan QR codes as it will likely lead to further
compromise.

3. Report to IT: Use your organization’s official reporting tool (like the "Report Phishing"
button in Outlook/Gmail) or forward the email as an attachment to your IT team.

4. Alert the Sender (Carefully): Once you've confirmed the email is fake, inform the sender
through a separate communication channel (phone call, text message or new email thread)
that their account may be compromised.

5. Delete the Email: Confirm with your IT department first if they need to investigate the
received email further before you delete it. The email header may be important for your IT
to investigate. Once reported and confirmed, delete the email from your inbox and your
"Deleted Items" folder.

Additional Tips:
If you receive a suspicious phone call, hang up the phone and call the person back using a verified
& known phone number listed in your contact list, their website, business card, or back of your

credit card. Caller ID on phone calls can be faked, and voice of a caller can be altered using Al
voice changing tools.

There is an increasing use of fake SMS messages (Smishing), fake Voice calls (Vishing), fake
Calendar/Meeting Invites and fake QR codes (Quishing) by scammers. Follow the same procedure,
trust your gut and verify the sender’s identity offline before taking any action.
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What to Do if Your Email Account is Compromised

If you realize your email address is sending phishing emails, follow these guidelines to remediate the
issue.

1.Assess (Determine the Scope)

. Check Sent Folder and Deleted Items folder: Look for emails you didn't send or delete.

. Review Login History: Check your account logs for unfamiliar IP addresses or devices.

. Check Inbox Rules: Hackers often create "Auto-forward" or "Delete" rules to hide their tracks
and intercept your incoming mail.

2.Contain (Reinforce Your Privacy)

. Change Your Password Immediately: Use a strong, unique passphrase. If you can't log in,
contact IT to freeze the account.

. Revoke Active Sessions: Use the "Sign out of all locations" feature in your account settings to
kick the attacker out.

. Disconnect 3rd-Party Apps: Revoke permissions for suspicious apps linked to your email.

3.Eradicate (Remove the Threat)

. Delete Malicious Rules: Delete any "Forwarding" or "Folder" rules the attacker created.

. Delete Malicious Files: Delete any strange files that the attacker may have uploaded to your
Google Drive or OneDrive account.

. Run a Computer Malware Scan: Ensure your computer isn't infected with a keylogger that stole
your password. Check for recently installed software that looks suspicious.

. Update Multi-Factor Authentication (MFA): If you didn't have MFA on your email account,
enable it. If you did, rotate your MFA tokens or secret keys, as they may have been bypassed.

4.Remediate (Clean Up and Recover)

. Notify Your Contacts: Send a brief, BCC'd email (or ask IT to do it) to your recent contacts
warning them not to click links from you sent during the compromise period.

. Check Other Accounts: If you reused that password elsewhere (e.g., Banking, LinkedIn), change
those passwords immediately.

. Formal Incident Report: Document what happened and provide the details to your IT
department to help them strengthen the organization’s firewall and email filters.

Quick Action Item Checklist for Compromised Employees

[ 1 Reset Password (Minimum 16 characters)
[ 1Enable/Reset MFA

[ 1 Check for Hidden Email Rules

[ 1Sign Out of All Devices

[ I Notify IT / Security Team
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